
68� IEEE POWER & ENERGY MAGAZINE1540-7977 © 2025 IEEE. All rights reserved, including rights for text and  
data mining, and training of artificial intelligence and similar technologies.

VIRTUAL POWER PLANTS (VPPs) AGGRE-
gate distributed energy resources (DERs), such 

as batteries, rooftop solar, electric vehicles (EVs), 

and flexible loads, to deliver valuable grid services 

across different timescales. These services include 

peak load reduction, frequency regulation, energy 

arbitrage, and voltage support, all with the goal of 

improving system resilience, integrating renew-

able generation, and enhancing the utilization of 

existing infrastructure cost-effectively. This article 

discusses the fundamental physics that underpin 

VPP operations, highlighting how device and grid 

physics, and cyberphysical system architecture de-

cisions, shape a VPP’s capabilities. Understanding  
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these physical foundations is key to designing VPPs 

at scale and allowing them to realize their full po-

tential in supporting a reliable, flexible, and decar-

bonized grid.

We begin by defining flexibility clearly in terms 

of power capacity, energy availability, and respon-

siveness, drawing parallels between traditional 

physical power plants and VPPs. Next, we identify 

three key physical constraints on VPP flexibility: 

1) device-level limitations, such as power ratings 

and quality-of-service (QoS) constraints; 2) cyber-

physical coordination limitations, including inher-

ent challenges posed by communication latency 

and feedback signals; and 3) grid-level constraints, 

where physical transformer, cable, and voltage lim-

its can restrict DER contributions.

To address these bottlenecks, we explore two 

general classes of QoS-aware VPP implementa-

tions that can preserve flexible loads’ local objec-

tives within predefined limits (e.g., comfort and 

convenience) while delivering aggregate flexibility 

for different grid services. We then zoom out and 

discuss how the VPP Operators may be integrated 

into future grid-aware architectures that could be 

utility-1or VPP-centric, thus enhancing VPP per-

formance at scale without compromising grid reli-

ability. We also share practical perspectives from 

the industry VPP operator EnergyHub, whose real-

world experiences demonstrate both the challenges 

and opportunities associated with managing DERs 

at scale. Through interesting use-cases and state-

of-the-art academic research, this article outlines 

technical, yet practical approaches for overcoming 

limitations, and provides actionable strategies to 

facilitate deeper integration of VPPs into modern 

power systems.

What Do We Mean by Flexibility?
For decades, the bulk power system reliability and 

resilience has depended on flexibility from physi-

cal power plants (e.g., thermal generators, like 

1We use the terms distribution system operator and  
utility interchangeably, recognizing that regulatory and mar-
ket structures are helpful to define them precisely.

coal and natural gas power plants) to engineer a 

reliable and resilient power system. For example, 

primary and secondary frequency control loops 

have historically depended on thermal generators’ 

ability to respond to frequency deviations (i.e., 

disturbances) by changing their power outputs via 

governor droop (primary, proportional controller) 

or automatic generation control (secondary, inte-

gral control). Thus, today, the flexibility available 

from a physical power plant is well understood to 

be characterized by the:

	✔ power outputs that can be reached (magni-

tude; megawatts)

	✔ duration over which it can hold this power 

output (duration; hours)

	✔ ramp-rate capability (MW/s).

The flexibility from physical power plants makes 

up about 90% of all power system-wide flexibility 

today and has contributed to grid reliability for de-

cades. The availability of physical plants to provide 

flexibility is less critical in this context but is large-

ly driven by factors related to outages (e.g., Texas 

winter storm Uri) and weather conditions (e.g., very 

hot or very cold days can limit generation capacity).

Instead of a single physical power plant, consid-

er the flexibility available from a single 1-MW/1-

MWh lithium-ion battery: It can reach 1 MW and 

hold it for up to 1 h, depending on its state of charge 

(SoC, available energy). Or, it can reach and hold 

12 MW for up to 5 min or reach and hold 0.1 MW 

for up to 10 h. The battery’s inverter can ramp up/

down incredibly fast, which means their flexibil-

ity can be delivered across (almost) all timescales, 

which is why batteries today are being deployed to 

deliver many grid services, including fast frequen-

cy response (subsecond) and regulation (seconds), 

Understanding these physical 
foundations is key to designing 
VPPs at scale and allowing them 
to realize their full potential in 
supporting a reliable, flexible, 
and decarbonized grid.
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energy arbitrary (minutes), and peak reduction 

(hours). Summarizing this battery discussion, Fig-

ure 1 characterizes the reach-and-hold set of a sin-

gle 1-MW/1-MWh (1C) battery at 50% energy SoC 

and shows the power values that can be reached and 

for how long we can hold this power. Clearly, if the 

SoC were 0% (100%), the hold time for charging 

(discharging) would double while the discharging 

(charging) hold time would be effectively zero.

Now, what kind of flexibility can residential ap-

pliances offer? Thermostatically controlled loads 

(TCLs), such as electric water heaters or air condi-

tioners, and deferrable loads like EV chargers, are 

not like batteries or conventional power plants. These 

devices typically consume large amounts of energy 

over time and also draw high power in short bursts 

(e.g., more than 2–3 kW during a 20-min heating or 

cooling cycle). Their energy use is also closely tied 

to complex human behaviors and QoS needs, such 

as expecting hot water during a shower, maintaining 

home comfort on a hot day, or ensuring a full EV bat-

tery before a long family road trip. In addition, de-

vices already have local control logic that predefines 

how a device responds to its changing need for energy 

(NFE) to ensure QoS requirements are met: TCLs 

cycle on and off based on local temperature condi-

tions being met. Thus, given the complexity of QoS 

and local control logic, the simplest way to “coor-

dinate” such devices historically has been to volun-

tarily and temporarily switch off all devices during 

specific hours of the year as part of a residential de-

mand–response (DR) programs, where peak demand 

reduction (curtailment) provides significant value to 

utilities 5–15 times per year. Of course, when these 

devices are switched off for hours, they do not heat 

water, cool the air, or charge the EV, which means 

that the utility’s desired load reduction also reduces 

the QoS for end-consumers, which can lead to unsat-

isfied DR participants. And since enrollment is volun-

tary and financial incentives are small (e.g., US$20 to 

US$100/y in electric bill credits in California’s Power 

Saver Program), unsatisfied consumers may opt out 

en masse each year, which raises concerns about the 

long-term viability and scalability of DR programs 

that do not explicitly account for the required QoS.

Furthermore, while DR programs are valuable to-

day, they often underutilize the available flexibility by 

only making use of duration and magnitude aspects 

of flexibility and ignoring ramping capability. See for 

example Figure 2, where a fleet of 1,000 simulated air 

conditioners have their temperature setpoint increased 

by +2 °C as part of a DR event that reaches a 3-MW de-

mand reduction and is held for about 2 h. By ignoring 

ramping, conventional DR programs today are poorly 

positioned to provide other increasingly valuable grid 

services on different timescales (temporal granular-

ity), such as frequency regulation (seconds), price ar-

bitrage (minutes), and operating envelopes (minutes). 

In addition, VPPs could respond to transmission grid 

operators and contribute to postcontingency and ac-

tive risk mitigation schemes. For example, If a criti-

cal transmission line or generator fails, a VPP could 

This article outlines technical, 
yet practical approaches for 
overcoming limitations and 
provides actionable strategies 
to facilitate deeper integration 
of VPPs into modern power 
systems.
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Figure 1. The reach-and-hold set for a 1 MW/1 MWh 
battery at 50% SoC showing which power outputs can 
be reached and for how long the power output can be 
sustained.
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be triggered to perform certain actions, such as dis-

charging batteries or unloading the transmission sys-

tem by reducing high-voltage ac load. Thus, there is 

significant value in unlocking flexibility from DERs. 

But this requires careful design and implementation 

of coordination schemes that optimize the aggregate, 

flexibility against local QoS requirements. Finally, at 

scale or in specific grid locations, flexibility will be 

needed to navigate binding physical grid constraints 

(or bottlenecks), which requires device coordination 

with spatial granularity (i.e., location matters).

The remainder of this article will, therefore, 

discuss how flexible devices can be coordinated to 

engineer a VPP that unlocks its full potential by ac-

counting for the:

	✔ limits of available flexibility

	✔ QoS-aware coordination schemes across dif-

ferent timescales

	✔ grid-aware coordination and the role of net-

work limits.

We will also highlight some of these technolo-

gies with real case studies on dynamic load shaping 

and grid-aware coordination from one of the largest 

DER management system (DERMS) providers in 

the United States, EnergyHub.

The Role of Device Physics on VPP 
Flexibility
We have discussed the available flexibility from 

physical power plants and the reach-and-hold set of 
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Figure 2. Three snapshots of the population dynamics of a fleet of simulated air conditioners with temperature setpoint 
of 20 °C, whose temperature setpoint is increased by +2 °C (a) and (b) and the effects on aggregate power over time 
(c). At ➀, the ON and OFF temperature distributions are stationary (a in blue) with the aggregate power (relatively) 
fixed at 3 MW. A change in temperature setpoint is applied at hour 1, which causes all ON devices to switch OFF. The 
mean population temperature starts increasing at ➁ in green, dropping the total demand to zero. As the temperature 
of the OFF population keeps increasing, the OFF population eventually reaches the new temperature setpoint of 22 °C 
and achieves its new stationary temperature distribution at ➂ in red. The DR event reaches and holds a 3 MW demand 
reduction for over two hours.
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a battery (in Figure 1), but what can we say about 

the reach-and-hold set of a VPP composed of TCLs 

(e.g., air conditioners) on a hot day? To start to an-

swer this question, consider the same VPP of 1,000 

air conditioners from Figure 2 and assume that each 

TCL has a local exogenous disturbance acting on it 

that is well-modeled by a stochastic process (e.g., 

white noise).

Now, instead of increasing the temperature set-

point of all devices by +2 °C at the same time (e.g., 

start of DR event), what if we could dynamically 

schedule which proportion of devices adjust their 

setpoints—and when—to shape the aggregate pow-

er trajectory and achieve a desired reach-and-hold 

response from the VPP? That is, can we determine 

the full range of fixed power reductions (increases) 

and the corresponding durations for which the VPP 

can maintain such power change below (above) the 

level? The answer is: Yes, we can. We do this by build-

ing (linear, Markov-based) models of the original  

unchanged and changed setpoint population dynam-

ics from the classic second-order equivalent ther-

mal parameter model of a TCL. Then, we enforce 

a proportional setpoint control policy to couple the 

two dynamical population models, i.e., the propor-

tion of the original population that change their set-

point are moved from the unchanged setpoint to the 

changed setpoint population. Then, we embed these 

(linear) models and controllers inside a multiperiod 

optimization problem that maximizes the reachable 

power reduction over a desired minimum hold dura-

tion, maximizing reach for a given minimum hold, 

which becomes the VPP’s reach-and-hold set.

Note that the reach-and-hold set described 

previously focuses on power reach values (mega-

watts) and power hold durations (hours) and does 

not directly consider ramp-rates or responsiveness 

(MW/s) explicitly. This is because we assume that 

air conditioners that are asked to change their set-

point do so much faster than the duration of the 

DR event. This translates into unbounded ramp up/

down capabilities for the VPP similar to that of bat-

teries. However, in practice, the ramp-up and -down 

capabilities of a TCL fleet is dictated by how fast 

the desired setpoint schedule can be computed at 

and communicated from the VPP (in the cloud) 

to the individual devices (in the field). Practically, 

communication and compute delays, and even ac-

tuation delays by TCL reacting to the new thermo-

stat setpoint change, can limit the ramp up/down 

capability of VPP and is typically on the order of 

minutes. To overcome this minor practical issue, 

the VPP operator could start the DR event 5–10 min 

earlier, if necessary, to operate robustly.

We envision that these types of reach-and-hold 

sets can be developed into adaptive playbooks for 

VPPs, so utilities can easily optimize their differ-

ent resources to achieve a desired aggregate DR 

response. For example, Figure 3 shows the corre-

sponding reach and hold sets for a VPP composed 

of 1,000 air conditioners undergoing temperature 

setpoint changes of +2 °C (power reduction on 

right) and −2 °C (power increase on left). The ±2 °C  

change is compared to the reach and hold sets 

resulting from the same population undergoing  

+1 °C and −1 °C setpoint changes. While the  

±1 °C changes exhibit similar power reach capa-

bilities over an hour, its hold times are significantly 

less, which translates into a reduced energy capac-

ity of the VPP compared to ±2 °C case. Interest-

ingly, Figure 3 shows that for 30 °C ambient condi-

tions and a +2 °C setpoint change, we can hold a  

1.5-MW power reduction for 3 h (i.e., 4.5-MWh 

energy remaining in VPP before it runs out of 
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Figure 3. Characterizing flexibility of a VPP com-
posed from 1,000 air conditioners via its reach-and-
hold set, which is computed based on modeling and 
optimization with a ±1 °C and ±2 °C change in the air 
conditioners’ setpoint.
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energy), but for a −2 °C change, we can only hold 

a 1.5-MW load increase for 2.5 h (i.e., 3.8 MWh 

can be added before VPP is fully “charged”). We 

can consider the 1.5-MW increase for 2.5 h as a 

precooling event to improve the shape of the VPP’s 

reach and hold set, increasing the VPP’s DR poten-

tial beyond its 1.5 MW for 3 h.

Unlike the battery’s reach-and-hold set in Fig-

ure 1, the VPP’s reach-and-hold set lacks symmetry 

in both the reachable power and their correspond-

ing hold times. This asymmetry is due to differ-

ent modeling parameters embedded in the Markov 

model, including ambient temperature, initial set-

point temperature, and TCL population parameters. 

In addition, the second-order equivalent thermal 

parameter dynamics associated with building mass 

temperatures affects holds times for the ±2 °C and 

±1 °C asymmetrically.

Nonetheless, Figure 3 informs a VPP operator 

of what is possible and what is not possible for their 

VPP at a given time. For example, with a +2 °C 

setpoint change, there is no physical way to reach 

and hold a demand reduction of 2 MW for three 

or more hours when ambient conditions are 30 °C. 

However, this is in part because we are limiting 

ourselves to a simple (open-loop) setpoint schedule 

and are not considering the available responsive-

ness of the fleet that can be unlocked with real-

time DER coordination that also needs to account 

for devices’ QoS requirements. Thus, DER coordi-

nation is discussed next.

The Role of DER Coordination Schemes, 
QoS, and Responsiveness
For a VPP to provide more services than just DR, 

it requires synergizing computing, communication 

infrastructure, data processing, and feedback sig-

nals, which together define a VPP as a coordination 

scheme. There are many coordination schemes in 

the literature: peer-to-peer, consensus-based, direct 

optimization-based DER scheduling, and indirect 

approaches, such as transactive energy. Thus, it is 

beyond the scope of this article to discuss every 

method. However, in addition to the open-loop DR 

schedule described via reach-and-hold sets, there 

are generally two broad classes for VPPs coordinat-

ing DERs. These are illustrated by Figure 4 and are:

	✔ top-down or broadcast-based (synchronous) 

coordination

	✔ bottom-up or device-driven (asynchronous) 

coordination.

Top-Down Coordination: A 
“Megaphone” Commanding All Devices, 
All the Time
Top-down coordination schemes rely on the VPP 

operator to simultaneously broadcast control sig-

nals to all DERs, which effectively allows the 

VPP to ramp up/down the entire OFF/ON DER 

populations. Unlike direct load control, top-down 

coordination can also leverage local sensing and 

computing to allow DER to selectively filter 

the VPP’s common broadcast signals, enabling 

Top-Down Coordination
Exogeneous
Disturbance

Bottom-Up Coordination

DER 1
Control
Signal

Pagg(t)Pref(t) e(t) +

+

–

VPP
Operator

+

DER NInternal
Synchronous

Estimate Asynchronous Communication

External Synchronous Estimate

Σ Σ

Figure 4. Top-down (green) and bottom-up (blue) represent two broad classes of VPPs.
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differentiated device responses. For example, if 

a VPP ramp-up is required, the broadcast signal 

can be designed to prioritize turning on loads 

with higher NFE, such as air conditioners serving 

the warmer homes. However, differentiating DER 

responses based on live grid conditions is chal-

lenging for a top-down VPP, because it requires 

that: 1) the VPP operator has access to real-time 

grid information throughout the system and 2) 

the DERs can observe their local grid conditions. 

While the latter may be reasonable due to the in-

tegration of advanced sensing with inverter-based 

DERs, the former is not a good assumption today, 

unless the utility is the VPP operator and has vis-

ibility into distribution grid conditions. Thus, top-

down VPPs (who are not the utility) will struggle 

to effectively manage grid congestion and keep 

the system operating within grid limits when 

DERs are at scale.

The inherent scalability of broadcast control and 

the availability of DER sensing and compute ca-

pabilities today means that top-down coordination 

schemes are well suited to unlock responsive VPPs. 

However, key limitations with top-down VPPs 

are their inability to 1) verify individual DER re-

sponses and 2) estimate the aggregate fleet demand 

in real time. That is, the green synchronous feed-

back signal in Figure 4 is generally hard to obtain 

in practice, which makes it difficult to implement 

feedback-based VPPs via top-down coordination. 

For example, if a VPP operator requires real-time 

power to be fed back from the fleet to generate its 

broadcast signal, all devices need to respond with 

measured power output all of the time, which im-

poses onerous communication requirements on 

implementation. Thus, top-down VPPs are often 

designed to rely on open-loop predictions or assume 

that total “system” demand can be inferred, e.g., 

from measured substation supervisory control and 

data acquisition or grid frequency. That assumption 

may be reasonable, if most demand in the system is 

enrolled within a single VPP.

Ultimately, while top-down VPPs offer scalabil-

ity, unlock responsiveness, and can preserve QoS 

by leveraging local DER sensing and computing 

to enable selective response mechanisms, there are 

notable challenges due to the absence of accessible 

(synchronous) feedback signals and grid-awareness.

Bottom-Up Coordination: Always 
Listening to Some Devices, but Never  
All at the Same Time
In bottom-up (device-driven) coordination schemes, 

the VPP operator does not broadcast commands to 

all devices all of the time, but instead “listens” and 

responds to incoming, asynchronous, event-based 

DER communications (see blue signals in Figure 4)  

that implicitly can embed QoS-aware and grid-

aware capabilities into the VPP operations.

For DERs equipped with local sensing and com-

puting capabilities, the bottom-up VPP operator en-

dows each DER with local control logic that defines 

if and how often a DER will asynchronously inter-

act with the VPP, e.g., as a function of the DER’s 

NFE. The DER owner then provides the necessary 

input parameters via the VPP operator’s or distribu-

tion system operator’s (DSO’s) app to specify the 

NFE as a function of the DER’s state variable (e.g., 

desired temperature setpoint or time until depar-

ture with the SoC). These DER-to-VPP commu-

nications can include requested actions, such as a 

desire to switch ON/OFF for a prespecified epoch 

(e.g., 5 min), along with relevant device parameters, 

like power capacity and binding DER operational 

constraints that help the VPP construct a real time, 

synchronous estimate of aggregate VPP power. The 

DERs could also compute and communicate a lo-

cal “fitness” value to indicate near-term available 

flexibility, allowing the coordinator to prioritize the 

most “fit” DERs. Nonetheless, because bottom-up 

device interactions with the VPP operator are large-

ly driven by QoS metrics (i.e., the higher the NFE, 

the more likely a DER will communicate their re-

quest to turn ON/OFF to the VPP), only a small sub-

set of DERs will communicate with the VPP’s any 

given window of time. These communicated ON/

OFF requests also define the VPP operators capac-

ity to ramp-up or down. Unlike the top-down VPP, 

the bottom-up VPPs will not be able to ramp-up/

down with entire OFF/ON populations relying on 

Authorized licensed use limited to: IEEE Staff. Downloaded on November 12,2025 at 21:10:25 UTC from IEEE Xplore.  Restrictions apply. 



NOVEMBER/DECEMBER 2025� 75

round-trip communications between DERs making 

requests and the VPP communicating responses, 

which begets additional lag on the order of 0.5–10 

s and reduces the ramp-rate limits a bit. Nonethe-

less, the asynchronous nature of bottom-up requests 

means that each DER operates on its own schedule, 

which promotes a low communication overhead 

and scalability. Furthermore, the DER requests can 

be common (e.g., charge/discharge) across different 

DER types, which simplifies VPP operator decision 

logic and enables real-time processing of these in-

coming device requests. Importantly, because the 

coordinator directly receives and responds to all 

DER communications, it can accurately estimate 

the aggregate VPP power output in real time, which 

enables closed-loop VPP control.

Finally, since DERs are communicating “up-

stream” in bottom-up coordination schemes, they 

can use local grid information (e.g., substation tag 

or measured local voltage magnitude) to inform 

their DER request logic or share the data with the 

VPP, which can unlock a grid-aware VPP operator. 

Such a bottom-up scheme would allow a VPP op-

erator to automatically adapt DER coordination to 

live grid conditions without ever having direct ac-

cess to live grid conditions. By leveraging live grid 

information and avoiding overloading distribution 

feeders (transformers, cables, voltages), a bottom-

up VPP scheme can actively enhance grid reliabil-

ity with DERs deployed at scale, thereby deferring 

or avoiding capital expenditures and supporting 

sustainable rate design.

The Role of Grid Physics, Data, and 
Constraints
We have already discussed grid-aware coordina-

tion from the perspective of how top-down and bot-

tom-up coordination schemes may integrate grid 

information. Of course, distribution grid conges-

tion from VPP actions are mostly a concern when 

DERs are deployed at sufficient density in a specif-

ic region of the grid (e.g., affluent neighborhoods 

 with more EVs). Thus, VPP coordination of 

DERs without awareness of local grid conditions 

poses significant risks to reliability in the (near) 

future. These reliability risks will either trans-

late into blackouts (unlikely outcome) or costly 

grid upgrades (much more likely), impacting en-

ergy affordability. Conversely, if we endow VPPs 

with grid-aware capabilities, we can dynamically 

navigate DERs around grid bottlenecks to avoid 

overloading transformers and cables and mitigate 

feeder voltage violations. Thus, a grid-aware VPP 

operator would help utilities or DSOs to defer or 

avoid grid upgrades, which helps manage rate-

payer costs long term. Of course, integrating (live) 

grid data with VPP operators is not straightfor-

ward, unless the DSO also acts as the VPP op-

erator and has sufficient visibility into its feeders. 

Thus, grid-aware VPP operators give rise to inter-

esting technical questions:

	✔ Should utilities share their grid data with ac-

tive VPP operators in their area?

	✔ With grid information available, what if one 

VPP operator dispatches DERs in a way that 

effectively blocks other VPPs? 

	✔ With multiple VPP operators active in a 

feeder, how does a utility mitigate the risk 

of undesirable coincident dispatches that im-

pact grid reliability?

	✔ Given grid reliability and cybersecurity concerns, 

should utility be required to manage DERs?

Questions about data sharing between the DSO 

and VPP operators require careful consideration of 

the underlying grid architectures, which are sum-

marized in Figure 5 and include today’s common 

Total transmission system operator (TSO) archi-

tecture [Figure 5(a)], where the VPP operators are 

unaware of distribution grid conditions, focus on 

wholesale market opportunities, and only interact 

with utility on DR services.

If we endow VPPs with grid-
aware capabilities, we can 
dynamically navigate DERs 
around grid bottlenecks to 
avoid overloading transformers 
and cables.
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As an alternative to the Total TSO, one can adopt 

a more utility-centric Total DSO architecture, as 

shown in Figure 5(b), where it becomes the utility’s 

role to site, deploy, and dispatch DERs using either 

their own internal DER coordinator or integrate 

with a DERMS platform to unlock grid-aware DER 

coordination. The Total DSO’s deep integration of 

DERs is less suitable in a deregulated context since 

DERs become part of distribution grid planning and 

operations, which impacts integrated resource plan-

ning outcomes long term and treats the DERs as 

part of a utility’s poles-and-wire infrastructure (e.g., 

as distributed capacity). Overall, the Total DSO 

approach aligns DERs with grid reliability objec-

tives, enabling additional system value, particularly 

when paired with local services, such as volt-var 

optimization from smart inverters. However, realiz-

ing these benefits requires a regulatory framework 

that supports utility-led DER integration and values 

distribution-level services.

In Figure 5(c), we have a Hybrid DSO archi-

tecture that enables utilities and VPP operators to 

cooperate on reliability and grid-aware DER coor-

dination while enabling DER owners to also benefit 

from market-facing objectives. The cooperation is 

achieved by leveraging common communication 

protocols, such as IEEE 2030.5 and 2030.11 for 

DERMS implementations. One promising hybrid 

approach to enable grid-aware VPP operations is 

the DSO’s implementation of dynamic operating 

envelopes (DOEs), within which VPPs are allowed 

to operate freely as long as they do not exceed cer-

tain (nodal) power limits. Of course, these (nodal) 

power limits reflect the physical limits of the grid 

and need to be computed from an accurate grid 

model (or data-driven process), which is still an 

active area of research. As with any limits, DOEs 

will constrain (a portion of) the VPP’s available 

flexibility at various times. DOEs require secure 

data exchange between DSOs and VPP operators 

to minimize cybersecurity risks through encrypted 

communication, strict access controls, and adher-

ence to standards, such as SOC 2 and ISO 27001. 

These protections enable the implementation of 

software- defined dispatch limits that are trusted by 

both the DSO and participating VPPs.

To ensure trust and accountability within these 

architectures, modern VPP programs rely on rig-

orous evaluation, measurement, and verification 

processes using advanced metering infrastructure 

and DER telemetry to assess DER performance. 

Programs like Massachusetts’ ConnectedSolutions 
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Figure 5. A summary of relevant grid-DER control architectures that consider different ways that VPP operators can 
interact with the DSO. (a) The Total TSO has VPPs separate from DSO, except for DR, because DERs are not yet at scale 
in many places, so have no regional grid impacts. (b) At high DER penetrations, the Total DSO benefits from dispatching 
DERs for the sake of enhancing reliability within the DSO’s system rather than DERs mainly pursuing wholesale market 
objectives. (c) Future interactions are likely to take on a hybrid approach, where VPP operators can dispatch DERs for 
wholesale market services, but subject to a DSO veto that ensures a grid-aware, reliable dispatch.
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demonstrate how well-designed incentives—such 

as fixed payments for smart thermostats and pay-

for-performance for batteries—can align DER 

behavior with grid needs without requiring DSO 

ownership. These verifiable, data-driven structures 

strengthen participation, regulatory confidence, and 

program effectiveness. Next, we bring together the 

discussion so far into three real-world case studies.

Case Study 1: Dynamic Load Shaping 
With Thousands of Thermostats
Many utilities would like to have more precise con-

trol over load shapes, relative to what one would 

get from a conventional all-OFF DR event, which 

often generates large amounts of load reduction at 

the beginning of an event period, and then less load 

reduction at the end of an event. A utility may, for 

example, want to control the load shape to coun-

teract the “duck curve” that comes with growing 

adoption of rooftop solar photovoltaic. With that in 

mind, EnergyHub developed and tested a top-down 

DER coordination technology that allows a util-

ity to choose the load shed shape that they prefer, 

as shown in Figure 6. Given the target VPP output 

(black line in Figure 6) and a fixed group of ther-

mostats (colored lines in Figure 6), the technology 

then optimally dispatches the different groups by 

sending each group an open-

loop schedule of temperature 

setpoint changes to deliver the 

aggregate target load shape.

Figure 6 represents real-

world results from one test of 

this technology with about 

10,000 thermostats. In this 

case, the target VPP output is 

negative from 1200 hours to 

1400 hours to represent a pre-

cooling strategy (with load in-

creasing), but then during the 

event period from 1600 hours 

to 1900 hours, the different 

thermostat groups were opti-

mally scheduled, so that there 

was less load shed in the first 

hour, more in the second hour, and then less in the 

third hour. The results clearly demonstrate that it is 

possible to shape the physical response of TCLs to 

achieve the desired reach-and-hold target outputs, 

even with a large aggregation of thermostats.

Case Study 2: Bottom-Up VPP Delivers 
Frequency Regulation With 200+ Loads
A new VPP technology—implemented in bottom-

up fashion—was commercialized by grid-tech 

startup, Packetized Energy, which launched in 

2016 and was acquired by EnergyHub recently. 

The bottom-up VPP technology, Packetized En-

ergy Management (PEM), endows DERs with 

enough local intelligence to track their NFE and 

then enables each DER to request an energy packet 

asynchronously to the VPP operator, which is ei-

ther accepted (allowing the DER to consume power 

for a fixed epoch of 1–10 min) or rejected (caus-

ing the DER to not consume power). The request 

rate is designed to be proportional with the NFE, 

which means that the higher the DER’s NFE, the 

less time (on average) between the DER’s requests, 

which indirectly prioritizes devices with high NFE 

(over time) and helps ensure QoS objectives across 

the DER fleet. The objective of the VPP operator 

is then simply to either accept or reject incoming 
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Figure 6. Dynamic load shaping test using a real-world VPP of 10,000 thermo-
statically controlled devices, organized into different groups (stacked colored lines) 
and strategically scheduled to track a target aggregate load shape (black line). 
Devices were scheduled to precool homes during midday solar surplus and then 
ramp to align with the evening peak. The net VPP output (outer orange line) closely 
follows the desired trajectory, with group-wise stacking revealing how device phys-
ics shapes aggregate flexibility.
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requests to minimize the VPP’s tracking error, e(t) 

from Figure 4. Clearly, if there are only a few re-

quests within, say, a 10-s window, the VPP opera-

tor cannot ramp the fleet’s demand up much over 

that time (since previously accepted packets are 

completed, which turns loads OFF and reduces ag-

gregate demand). Thus, the request rates inform the 

VPP operator of available ramping capacity avail-

able to minimize power reference tracking errors. 

In fact, the effective bandwidth of the closed-loop 

PEM scheme is related to the packet length: The 

shorter the packets, the more packets are available 

to send a request, the better the VPP can deliver 

faster grid services. However, with shorter packets 

and more requests, the devices cycle ON/OFF more 

(on average) and communication overhead costs in-

crease. Such tradeoffs are common for bottom-up 

implementations of VPPs.

The aforementioned bottom-up PEM technol-

ogy was demonstrated for frequency regulation in 

December 2021 with a population of 223 flexible, 

heterogenous electric hot-water heater loads in Ver-

mont and the Carolinas. Specifically, the frequency 

regulation test used PJM’s Reg-D data, which is a 

form of fast frequency (power) regulation service 

that sends the VPP operator 

an updated normalized refer-

ence signal every 2–4 s, which 

is scaled by the regulation 

capacity offered by the VPP. 

Interestingly, PJM uses a pay-

for-performance scheme to 

incentivize participation. The 

metric used to quantify perfor-

mance is the composite score, 

which is the average of normal-

ized precision, accuracy, and 

delay scores over the settled 

hour,2 and must be greater than 

75% for the resource to earn 

revenue during that hour. The 

VPP’s demonstrated perfor-

mance under PEM is shown in 

Figure 7, including aggregate 

VPP and reference setpoint 

power [Figure 7(a)], perfor-

mance scores [Figure 7(b)], and asynchronous 

request rates shown per minute [Figure 7(c)]. The 

VPP scored a composite score of over 92% and a 

precision score of 83%. Most thermal generators 

score around 80%–90%, while utility-scale battery 

systems score 95% or better. This was possible with 

about 25 requests per minute, which is only about 

0.2% of the population making a request per second 

on average. In 2021, this demonstration represent-

ed one of the first real-world implementations of a 

bottom-up VPP that could provide fast frequency 

regulation and other grid services.

Case Study 3: Grid-Aware Load Shaping 
With EVs
EVs have the potential to reduce emissions and 

costs of transportation, but the charging of EVs 

can add stress to aging grid infrastructure. Many 

have written about the potential to use various 

2Precision measures the root mean square tracking 
error, accuracy reflects correlation with the reference, 
and delay captures the time shift yielding the highest 
correlation.
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Figure 7. Packetized energy bottom-up VPP in the field coordinating 223 heteroge-
neous electric water heaters. (a) The VPP delivers frequency regulation over 120 min. 
(b) The composite score of 92% was representative across four different test days.  
(c) DER packet request rates and VPP operator’s acceptance rates per minute.
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algorithms to simultaneously optimize for both grid 

economics and customer quality while also operat-

ing within power grid limits, but there have been 

few real-world demonstrations of this technology. 

This case study provides data in Figure 8 from an 

EnergyHub demonstration of this grid-aware tech-

nology for a VPP with 60 EVs as part of a managed 

charging program.

In this managed charging system, custom-

ers are operating under a simulated retail rate in 

which the peak-hour charging is from 0900 hours 

to 2100 hours. They use a mobile application to set 

the time at which they generally need their vehicle 

charged in the morning (e.g., 0700 hours), and a 

desired EV target charge level (e.g., 90%), which 

defines the EV’s NFE. The utility operator will 

then organize the vehicles into multiple, poten-

tially overlapping logical groups based on distri-

bution network constraints: feeders, transformers, 

etc. Every 15 min, the EnergyHub DERMS soft-

ware collects data from the vehicles and develops a 

charging plan for the fleet of vehicles to ensure that 

all EVs meet their NFE requirement (QoS), that ve-

hicles are charged to minimize retail or wholesale 

cost of electric energy, and to keep the aggregated  

charging for each group of vehicles under the utili-

ty-specified group limits. The first step of this plan 

is then delivered to the vehicles in the form of stop/

start charge commands. And 

then the process repeats.

Figure 8 shows results from 

the application of this method 

to a group of EVs that are 

managed top-down to charge 

during off-peak hours. The 

system can ensure that all 

customers obtain the charg-

ing that they need before they 

leave in the morning, while 

also keeping the aggregate 

load close to or below a (soft) 

grid-aware power limit. Some 

charging is allowed above the 

limit, if needed to satisfy cus-

tomer quality of service re-

quirements, which are treated as the priority for 

the charging algorithm.

Conclusion
This article has examined the physical foundations 

that shape the flexibility VPPs can offer when coor-

dinating DERs to provide grid services. We defined 

flexibility in terms of the power magnitude that 

VPPs can sustainably reach and hold for specific 

durations (e.g., DR events), as well as the (ramp) 

rates at which they can adjust their power output, 

which we termed responsiveness. Using this defini-

tion, we introduced the concept of reach-and-hold 

flexibility sets for VPPs, highlighting the critical 

importance of quantifying end-user QoS impacts 

when providing grid services.

We then discussed how DER coordination ap-

proaches—specifically top-down (broadcast-based) 

and bottom-up (device-driven)—influence the op-

erational capabilities and responsiveness of VPPs. 

Moving beyond coordination methods, we further 

emphasized the significance of grid physics and the 

necessity of integrating real-time grid conditions 

into VPP operations to ensure grid reliability as 

DER deployments scale. Three real-world VPP case 

studies demonstrated these principles practically: 

QoS-aware coordination of 10,000 residential ther-

mostats during a DR event, bottom-up frequency 

3 p.m.
0

50

100

150

6 p.m.

Load Limit ActualUnmanaged Baseline TOU Baseline

9 p.m. 12 a.m.

C
ha

rg
in

g 
P

ow
er

 (
kW

)

3 a.m. 6 a.m.

14 March 202513 March 2025

9 a.m. 12 a.m.

Figure 8. Grid-aware DER coordination. VPP manages the charging of a group of 
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regulation using over 200 electric water heaters, and 

grid-aware management of a fleet of 60 EVs.

Looking ahead, several open challenges re-

main to fully unlock the potential of VPP flex-

ibility and ensure effective QoS- and grid-aware 

VPP operations. One key challenge is facilitat-

ing improved data sharing and systematic opera-

tional collaboration between utilities and VPP 

operators. Another critical need is establishing 

standardized DER capabilities and communica-

tion protocols to streamline their integration into 

VPPs, maximizing device availability and opera-

tional efficiency.

Moreover, effectively managing the inherent 

latency, controllability, and observability limita-

tions, and modeling uncertainties associated with 

DER coordination schemes remains essential. 

Addressing these challenges calls for innovations 

in optimization techniques, sensor and monitor-

ing technologies, and dynamic, grid-aware co-

ordination schemes and demonstrations. Such 

advancements will also enable accurate dynamic 

characterizations of VPPs’ available flexibility, 

including ramp-rates, that reflect the underlying 

DER physics and coordination, enhancing VPP 

reliability and resilience, ultimately delivering 

scalable and robust grid services. Meeting these 

challenges will significantly benefit DER owners, 

grid operators, and broader grid resilience and de-

carbonization efforts alike.
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